In this paper, a wavelet based watermarking scheme for the protection of document and graphics images is proposed. Document and graphics images are different from other images as such images are typically in two colors only (generally white as background and black or other color as text or drawing). In document or graphics images, white background area is usually more than the text or drawing content, therefore any attempt at watermarking, creates the problem of visual artifacts on white background. Here a spread spectrum watermarking scheme in wavelet domain is presented, which utilizes only the area covered by the text or drawing for watermarking and leaving the white background area clear of any visual artifacts. Suitable wavelet coefficients are determined for watermark embedding using a mask. Depending on the number of available wavelet coefficients for embedding, better robustness is achieved by selecting appropriate embedding strength using a simple fuzzy rule. This scheme utilizes the characteristics of human visual system by selecting high frequency wavelet coefficients of diagonal orientation. As can be seen in the computational results, clear white background area is ensured with better robustness presented on a variety of document and graphics images.
INTRODUCTION
Digital watermarking of multimedia content has become an active field of research and development.
The swift advancements in the area of internet and computer technology have enabled authorized as well as unauthorized manipulation and imitation of digital multimedia products. Therefore, design and development of effective digital multimedia protection methods to prevent this have become essential in present time. To achieve protection, a watermark is permanently embedded in the digital data to identify its origin. An efficient and effective watermarking technique has to satisfy at-least three major requirements i.e. Imperceptibility, Robustness and amount of Payload. Simultaneously maximizing all these three parameters together is difficult as they are non-commensurable. Therefore, finding an optimal solution to the problem of watermarking is a challenging task.
Digital watermarking algorithms can be classified into two main categories based on watermark embedding domain, i.e. spatial domain or frequency domain. Earlier techniques of watermark embedding utilized the spatial domain by modifying least significant bit (LSB) of an image [1] . However such techniques have relatively low-bit capacity and are not robust against various attacks such as JPEG compression, cropping and noise addition. Some improvements in spatial domain techniques are presented in [2, 3] . Frequency domain based techniques provide better imperceptibility and robustness to a variety of attacks. Various types of frequency transforms that can be used are Discrete Fourier Transform (DFT), Discrete Cosine Transform (DCT), and Discrete Wavelet Transform (DWT). Earlier watermarking schemes used DFT [4, 5] and DCT [6, 7, 8] . However, Wavelet based watermarking schemes are more attractive. A good comparison of all these transform domain techniques is presented in [9] . Wavelet based watermarking methods exploit the frequency information and spatial information of the transformed data in multiple resolutions to gain robustness. A comparative analysis of performance of various wavelets is presented in [10] . Some wavelet based watermarking methods are reported in [11, 12] . The document and graphics images differ from ordinary images. These images generally are of two colors for example white for background and black for text or drawing. Such images carry a large portion of white background and small content of either text or graphics. Therefore, the normal methods of image watermarking may create visual artifacts which may be clearly visible in large background areas degrading image visual quality. To watermark such images a different approach is needed. Earlier attempts to watermark document images are presented in [13, 14] . These techniques are spatial domain approaches and focused in form of line shift, word shift and slight modifications to the characters also. A method for data hiding in binary text documents by embedding data in the 8-connected boundary of a character is given in [15] . Another method of data hiding for text document images based on pixel flipping based on some connectivity in local neighborhood of pixel is proposed in [16] . A method for Chinese characters on the basis of inter character spacing is presented in [17] . Most of the methods proposed are in spatial domain considering binary images but practically, text or drawing images are not exact binary images. A text document or drawing, when converted electronically, it rendered as either a color (24 bit) image or a grayscale (8 bit) image preserving smoothness of character boundary or drawing. When such images are converted into binary, the smoothness is lost and spoils the document image with broken characters and irregular boundaries. The drawing images having fine details may become useless in some sense after binarization. A method based on edge histogram for grayscale images is proposed in [18] . Some comparisons and recent developments in area of document image watermarking are reported in [19, 20] . A few efforts have been made in transform domain for watermarking of such images recently. A DCT based method for embedding watermarks in the DC components of DCT of binary images using a biased binarization threshold is presented in [21] . A method using wavelet transform is proposed in [22] , where, watermark is embedded in lowest frequency sub bands along with Krawtchouk moment for better robustness. Another method employing fractal coding for Arabic and Farsi characters is presented in [23] . Most of the these methods are mainly for the problem of watermarking of text documents focusing on pixel flipping, changing interline or inter character space or introducing slight modification to character shapes and thus are not suitable for drawing images. In this paper, a new method is presented which utilizes the advantages of wavelet transform as well robustness of spread spectrum watermarking. Results show that the proposed method is well suitable for text documents as well as graphics images. The rest of the paper is organized as follows. Section 2 provides a brief introduction to wavelet transforms analysis. Section 3 describes the proposed watermark embedding and watermark detection algorithms. Section 4 presents the experimental results. Some conclusions are given in section 5. The support of a wavelet , is a square of width proportional to the scale 2 . Two dimensional wavelet bases are discretized to define orthonormal bases of images including pixels. Wavelet coefficients are calculated with the fast ( )algorithm using multirate filter banks [25] . The wavelet decomposition of an image based on the multi resolution theory can done using digital FIR filters [26] as shown in figure 1.
DISCRETE WAVELET TRANSFORM AND FILTER BANKS

Figure1: One level wave let decomposition of an image
In the figure 1, Lo_D represents a Low Pass FIR filter and Hi_D represents a High Pass FIR filter. The input image of size × is converted into four coefficients matrices cA, cH, cV and cD of size 2 × 2 . The coefficients represented by cA are called approximation coefficients and contain low frequency details of the image while coefficients cH, cV and cD are called Detailed coefficients and contain horizontal, vertical and diagonal high frequency details of the image. The wavelet decomposed image can be reconstructed back by these coefficients using Inverse DWT as shown in figure 2. 2 show one level wavelet-based decomposition and reconstruction. Multi-level decomposition can be achieved by further decomposing approximation coefficient matrix cA similar to the scheme of figure 1. Development of many wavelets is motivated by improvements on their previous versions or to fulfill the particular requirement of a specific application. Accordingly, wavelets such as Haar, Db, Bior, Symlet, Coiflet and the newer Ridge lets, Contour lets, Curvelets and Shearlets etc. are in common use. In the scheme proposed, higher order Bi-Orthogonal wavelet "Bior6.8" is used due to its several advantages such as perfect reconstruction and smoothness. Another advantageous property of biorthogonal over orthogonal wavelets is that they have higher embedding capacity if they are used to decompose the image into different channels [27] .
WATERMARK EMBEDDING AND EXTRACTION ALGORITHM
In this paper, a version of the spread spectrum watermarking scheme [28] is implemented for the proposed robust algorithm. The watermarking is achieved by adding a Pseudo Random Noise (PN) sequence to the selected high frequency diagonal wavelet coefficients for each of the watermark bit and watermark is extracted by finding correlation between regenerated PN sequence and modified wavelet coefficients. The selection of appropriate wavelet coefficients for watermarking is done by a mask and embedding strength is obtained by fuzzy logic, based on number of selected wavelet coefficients. The overall system of watermarking and watermark extraction is shown in figure 3 . 
Mask Preparation
Document and graphics images have large white background; therefore, unless proper care is taken in embedding, artifacts are visible clearly in white areas even though high PSNR may be achieved. Although such effect can be minimized by keeping embedding strength low, but this causes poor robustness. Here an attempt has been made to select only those wavelet coefficients for modification, which are the part of image content i.e. either on the text area or drawing area only. No coefficient representing white background is altered. To get such wavelet coefficients, a mask is prepared as shown in figure 4.
Figure 4: Mask Preparation Process
In this process, Firstly grayscale image of size × is downscaled by 2 preferably using cubic interpolation to get 2 × 2 size image. Then it is converted into binary image by thresholding using Otsu"s method. This binary image is then skeletonized to get fine lines representing text or drawing area. Proper skeletonization is required to get fine lines to select wavelet coefficients to be modified otherwise rough binary mask can select wavelet coefficients outside the contents in white background area. One example image and its corresponding mask (inverted and enlarged) are shown in figure 5. 
Fuzzy based Embedding Strength Selection
The mask obtained as shown in section 3.1 is used to select wavelet coefficients for watermark embedding simply by multiplying it with frequency band to be modified (in figure 5 , an inverted mask is shown for better print purpose). It is evident from the figure 5, that number of pixels representing image content or detail is much lesser than white background pixels. In watermarking techniques in literature, pseudo random sequence is embedded in whole frequency band. In case of such images, the number of available coefficients is very less to modify and this number of available coefficients will vary depending on image contents. Lesser the available coefficients poorer is the robustness. Therefore, to achieve same level of robustness, the embedding strength has to be adjusted depending on image contents. In case of lesser available coefficients, the embedding strength " " has to be increased and can be decreased when number of available coefficients are large for modification. For this purpose a fuzzy system is used to take decision about embedding strength depending on image contents. The ratio of available coefficients to total number of coefficients in frequency band of interest or ratio of black pixels to total number of pixels in mask is taken as input to the fuzzy system to take decision for appropriate embedding strength. This ratio is represented by,
= .
For document and graphics images, it is found that this ratio typically ranges from 0.03 to 0.2. If goes above 0.18 then traditional methods of watermarking can be applied and if goes below 0.05 then the proposed method can create visual artifacts in black areas of image due to high value of embedding strength " ". In the proposed scheme the range of is taken from 0.05 to 0.18 and corresponding range of embedding strength " " is found empirically to be 2 to 8 for various test images to keep the robustness up to a certain desirable level in terms of mean correlation of pseudo random noise and modified frequency band. A simple fuzzy system is defined to take as input and give embedding strength " " as output. The block diagram and corresponding membership functions with range are shown in figure 6 (a), 6 (b) and 6 (c). 
Figure 6: (a) Fuzzy system, (b) Input membership functions, (c) Output membership functions
In the fuzzy system shown in figure 6 , the fuzzy model used is Mamdani and defuzzification method used is Centroid. The following fuzzy rules are used in rule base,
i) If input is (low_bwratio) then output is (high_k) ii) If input is (medium_bwratio) then output is (medium_k) iii) If input is (high_bwratio) then output is (low_k)
Watermark Embedding Algorithm
The steps of embedding algorithm are as follows:
Input: A grey scale image ( ) of type uint8 and of size × and a binary watermark ( ). Output: Watermarked Image( ).
1) Do the one level wavelet decomposition of Host Image ( )
obtaining four coefficients matrices , , and of size 2 × 2 .
2) The high frequency band cD is selected for watermark embedding and a binary Mask is prepared as per the procedure of section 3.1. Where, is embedding strength and is the mask. If watermark bit is 1 (white) then wavelet coefficients are left unchanged. 5) Repeat the steps 3 and 4 for all "0" watermark bits with every time newly generated PN sequence each time. 6) Take modified ′ to its original position and take inverse DWT to get back the watermarked image ( ). 7) Compute the PSNR for and to check that how much the host image is modified. The embedding algorithm is shown below graphically in figure 7. 
Watermark Extraction Algorithm
Following are the steps in watermark extraction,
Input: Watermarked Image ( ).
Output: Extracted Watermark ( ).
1) Decompose the watermarked image in 1 level wavelet coefficient metrics and get ′. 2) Generate the same pseudo random sequence ( ), which was generated in embedding process using same Seed value and convert this sequence ( ) into as = 1 × ( − 2) with 1 = 2 and 2 = 0.5. 
EXPERIMENTAL RESULTS AND ANALYSIS
This section presents the experimental results. As host images four grayscale images of size 512 × 512 are tested. These images are shown in figure 9. Where, MSE is mean square error given by,
Where, , and , represent pixels of original image and watermarked image respectively at location ( , ). For the test images of figure 9 , PSNR value after watermarking, their and corresponding embedding strength " " is shown in the As shown in table 1, as decreases, the value of " " increases to maintain the robustness at a certain desirable level. The watermarked images are shown in figure 11 . From the zoomed part of figure 11 , the quality of watermarking is observed as no visual artifacts are visible in the image. The performance of proposed watermarking scheme is tested under several attack cases such as compression, noise addition, filtering and geometric distortions. The quality of extracted watermark is judged by finding Normalized Correlation Coefficient (NC) between original watermark ( ) and recovered watermark ( ) by the relation,
Performance of the proposed scheme under various attack cases is investigated in the rest of the section. The robustness of proposed scheme is tested against JPEG compression. The results are shown in table 2. As seen from the results, the watermark is able to well survive upto quality factor 30 or even below this. In case of impulsive noise such as Salt "n" Pepper noise, the performance of proposed scheme is excellent as evident from table 3. As seen from the results, the value of normalized correlation coefficient between original and recovered watermark for various noise strengths of Salt "n" Pepper noise is very close to 1. The proposed scheme also shows its robustness against cropping. As can been seen from table 5, the watermark well survives even in the case of half image is cut and value of NC is nearly "1". In the table 5, two cases are taken. In first case, quarter part of image is cut from top left corner and in second case; the half upper part of host image is cut. In case of cropping beyond this, the embedded watermark survives excellently well. 
CONCLUSIONS
In this paper, a robust spread spectrum method of digital image watermarking for document and graphics images in wavelet domain is proposed. The algorithm automatically selects the watermark embedding strength depending on amount of details available in image as text or drawing to achieve higher level of robustness. The proposed scheme is tested for various types of images including English Text, Hindi Text, Electronic Circuit Diagram and a Drawing representing wide categories of document and graphics images. The results show that after watermark embedding, there are almost no visible artifacts in the test images thus leaving a clear white background. The robustness of watermarking scheme on example images is also tested under various attacks. Results show that in almost all types of attacks, the proposed scheme survives well and good level of Correlation Coefficient between recovered watermark and original watermark is achieved. In attack cases of noise addition, sharpness and intensity adjustment, the proposed scheme"s performance is excellent. Also the binarization of the watermarked image is not able to destroy the watermark. In case of blurring of images, this schemes does not perform so well but such types of attacks are not important as they make the document image unreadable and graphics image useless as in such images, details (sharpness) is important and blurring makes them meaningless.
